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Reading

“Risk Assessment in Practice”
http://goo.gl/CxUHtI
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What is ERM?

Enterprise Risk Management (ERM) is defined by the Committee of 
Sponsoring Organizations (COSO) as:

“a process, effected by an entity’s board of directors, management and 
other personnel, applied in strategy-setting and across the enterprise, 
designed to identify potential events that may affect the entity, and manage 
risk to be within its risk appetite, to provide reasonable assurance regarding 
the achievement of entity objectives.”
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What is ERM?
• To help assist with the 

implementation of the 
ERM process, COSO 
developed the ERM 
Integrated Framework 
(2004), also known as 
the COSO Cube.
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Eight interrelated 
components

ERM is a process to help achieve entity 
objectives across these categories

Applies to activities at all 
levels of the organization



Process to help achieve entity objectives 
across these categories
• Strategic

• These are the high level goals that are aligned with and support the institution’s 
mission.

•Operations
• Relate to the ongoing management process and daily activities of the organization.

• Reporting
• Relates to the protection of the organization’s assets and quality of financial 

reporting.

• Compliance
• Relates to the organization’s adherence to applicable laws and regulations.
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Eight interrelated components
(1) Internal environment 

= the general culture, values and environment in which an organization or entity 
operates 
(2) Objective setting 

= the process management uses to set its strategic goals and objectives.  
Establishes the organization’s risk appetite and risk tolerance.
(3) Event identification 

= process by which an organization identifies events that influence strategy and 
objectives, or could affect an organization’s ability to achieve its objectives.
(4) Risk assessment 

= the organization’s process of evaluating the impact and likelihood of events, 
and prioritizing related risks.

6



Eight interrelated components
(5) Risk response

= determining how management will respond to the risks an organization faces.  Will 
they avoid the risk, share the risk, or mitigate the risk through updated practices and policies.
(6) Control activities

= policies and procedures that an institution implements to address the risks the 
organization chooses to accept.
(7) Information & communication

= practices that ensure that the right information is communicated at the right time to 
the right people.
(8) Monitoring 

= ongoing evaluations to ensure controls are functioning as designed, and taking 
corrective action to enhance control activities if needed.
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Goals of Risk Management
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Applies to activities at all levels of the organization
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Each of these components are 
considered at multiple levels of 
the organization, rather than 
within a single function, unit, or 
department.



Enterprise 
Risk 
Wheel
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Source: Zurich



Initiated Risk Mapping
• Helpful to put risk into buckets to assess “what’s at risk, where?”

= Useful in communicating risk priorities and response to Board, others
• Categories vary, but often include:
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Developed Risk Matrix, Common Language
• Challenge is finding common means to evaluating various risk is terms of frequency, 

severity

• While all risk eventually may be (eventually) quantified and correlated, did not have 
the time or resources to do so
• Idea was subjective process first, quantitative discipline as ERM evolved

• Agreed on Frequency/Likelihood and Severity Matrix for rating risk
• Severity Matrix blended financial measurements, reputation risk and compliance risk

• Built the language bridge across diverse functions like legal, marketing, human 
resources, technology, finance

• Low, Medium, High, “Survival Bet” = Severity
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Using Monte Carlo to combine the Distributions
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Risk Map
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Risk Map
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Example:
Impact Scale
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Example: Likelihood Scale
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Example: Results
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Case Study: Business Operations
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Case Study: Risk Factors
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1. Fluctuations in the Price of Jet Fuel
2. Fluctuations in Foreign Currency Exchange Rates
3. Interest Rate Fluctuation
4. Competition in the Airlines Business
5. Risks from External Crises and Natural Disasters
6. Risk Related to the Quality and Efficiency of Personnel
7. Risks Related to the Quality of Products and Services
8. Risks Related to the Shareholding Structure



Question?
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